AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions and listings of claims in the 
application: 

1.-395. (Cancelled). 

396. (New) A multimedia content delivery system for sending predetermined 
content data from an information sending apparatus to an information receiving 
apparatus, wherein the information sending apparatus comprises: 

means for holding first identification information with an individual key, wherein 
the first identification information identifies the information sending apparatus and the 
individual key is unique to the information sending apparatus, and further wherein the 
first identification information with the individual key is encrypted by a distribution key 
that is unique to the information receiving apparatus; 

means for adding second identification information to the content data, wherein 
the second identification information is identical to the first identification information; 

means for encrypting the second identification with the content data by a content 

key; 

means for encrypting the content key by the individual key; 

means for sending the encrypted first identification information with the individual 
key, the encrypted second identification information with the content data, and the 
encrypted individual key to an information receiving apparatus; and 

wherein the information receiving apparatus comprises: 



means for holding the distribution key; 

means for receiving the encrypted first identification information with the 
individual key, the encrypted second identification information with the content data, and 
the encrypted individual key to an information receiving apparatus; 

means for decrypting the encrypted first identification information with the 
individual key using the distribution key to acquire the first identification information and 
the individual key; 

means for decrypting the encrypted content key using the individual key to 
acquire the content key; 

means for decrypting the encrypted second identification information with the 
content data by using the content key to acquire the second identification information 
and the content data; and 

means for comparing the first identification information with the second 
identification information. 

397. (New) The delivery system of claim 396, wherein the information sending 
apparatus further comprises: 

means for generating handling policies prescribing conditions for using the 
content data and for storing the first or second identification information; and 
means for adding the handling policies to the content data. 

398. (New) The delivery system of claim 396, wherein the means for adding the 
second identification to the content data uses an electronic watermark. 



-3- 



399. (New) The delivery system of claim 396, wherein the information sending 
apparatus comprises: 

means for adding signature data to the encrypted content key and the encrypted 
first identification data, 

wherein the information receiving apparatus comprises means for verifying the 
signature data. 

400. (New) The delivery system of claim 399, wherein the information sending 
apparatus comprises: 

means for holding a plurality of different encrypted content data aggregated as 
album content data, and 

means for adding the signature data to the album content data; and 

the information receiving apparatus further comprises: 

means for verifying the signature data added to the album content data, and 

means for omitting verification of the signature data added to each of the plurality 
of encrypted content data upon verifying that the album content data is correct. 

401 ; (New) The delivery system of claim 400, wherein the information sending 
apparatus further comprises: 

means for holding album key data that corresponds to the album content data, 
wherein the album key data comprises a plurality of the encrypted content keys with 
signature data and the encrypted first identification information with signature data; and 



means for adding the signature data to the album key data; and 
the content receiver further comprises: 

means for verifying the signature data added to the album key data, and 
means for omitting verification of the signature data added to the plurality of 
encrypted content keys and the encrypted first identification information stored in the 
album key respectively upon verifying that the album key data is correct. 

(New) The delivery system of claim 401 , wherein the information sending 
apparatus further comprises: 

means for generating content handling policies prescribing conditions for using 
the content data and for storing the first or second identification information; 
means for adding the signature data to the content handling policies; 
means for holding album handling policies that correspond to the album content 
data, wherein the album handling policies comprise a plurality of the content handling 
policies; and 

means for adding the signature data to the album handling policies; and 
the information receiving apparatus further comprises: 

means for verifying the signature data added to the album handling policies, and 
means for omitting verification of the signature data added to the content 

handling policies stored in the album handling policies upon verifying that the album 

handling policies are correct. 




-405. (New) The delivery system of claim 404, wherein the information sending 
apparatus further comprises: 

means for creating content price information that shows a price for the content 
data and adding the signature data the content price information; 

means for holding album price information data that corresponds to the album 
content data, wherein the album price information data comprises a plurality of the 
content price information; and 

means for adding the signature to the album price information data; and 

the information receiving apparatus further comprises: 

means for verifying the signature data added to the album price information data; 

and 

means for omitting verification of the signature data added to the plurality of 
content price information upon verifying that the album price information data is correct. 



apparatus further comprises: 

means for storing content signature verification information in the content 
handling policies which represent whether or not the signature data added to the 
encrypted content data should be verified; and 

the information receiving apparatus comprises: 

means for verifying the signature data added to the encrypted content data when 
instructed to by the content signature verification information. 
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(New) The delivery system of claim 4067 wherein the information sending 
apparatus further comprises: 

means for storing album content signature verification information in the content 
handling policies which represent whether or not the signature data added to the album 
content data should be verified; and 

the information receiving apparatus comprises: 

means for verifying the signature data added to the album content data when 
instructed to by the album content signature verification information. 



apparatus further comprises: 

means for storing content price signature verification information in the content 
price information which represents whether or not the signature data added to the 
encrypted content data should be verified; and 

the information receiving apparatus comprises: 
* means for verifying the signature data added to the encrypted content data when 
instructed to by the content price signature verification information. 



-4C§. (New) The delivery system of claim 46^ wherein the information sending 
apparatus further comprises: ' 

means for storing album content price signature verification information in the 
content price information which represents whether or not the signature data added to 
the album content data should be verified; and 





the information receiving apparatus comprises: 

means for verifying the signature data added to the album content data in 
accordance with the album content price signature verification information. 

4T0". (New) A multimedia content delivery method for sending predetermined 
content data from an information sending apparatus to an information receiving 
apparatus, the method comprising: 

holding first identification information with an individual. key, wherein the first 
identification information identifies the information sending apparatus and the individual 
key is unique to the information sending apparatus, and further wherein the first 
identification information with the individual key is encrypted by a distribution key that is 
unique to the information receiving apparatus; 

adding second identification information to the content data, wherein the second 
identification information is identical to the first identification information 

encrypting the second identification with the content data by a content key; 

encrypting the content key by the individual key; 

sending the encrypted first identification information with the individual key, the 
encrypted second identification information with the content data, and the encrypted 
individual key to the information receiving apparatus, where the information is stored in 
memory. 




(New) The method of claim 4^ further comprising: 



generating handling policies prescribing conditions for using the content data and 
for storing the first or second identification information; and 
adding the handling policies to the content data. 

■4f2. (New) The method of claim-440, wherein adding the second identification 
to the content data further comprises using an electronic watermark. 

aw *w 

446. (New) The method of claiirtfTfO, further comprising: 
adding signature data to the encrypted content key and the encrypted first 
identification data. 

AVC (New) The method of claim4+37 further comprising: 
holdings plurality of different encrypted content data aggregated as album 
content data, and 

adding the signature data to the album content data. 

-4T5. (New) The method of claim 444j further comprising: 
holding album key data that corresponds to the album content data, wherein the 
album key data comprises a plurality of the encrypted content keys with signature data 
and the encrypted first identification information with signature data; and 
adding the signature data to the album key data. 

Alt. (New) The method of claim-4t6, further comprising: 



generating content handling policies prescribing conditions for using the content 
data and for storing the first or second identification information; 

adding the signature data to the content handling policies; 

holding album handling policies that correspond to the album content data, 
wherein the album handling policies comprise a plurality of the content handling 
policies; and 

adding the signature data to the album handling policies. 

-417. (New) The method of claim-4+6, further comprising: 
creating content price information that shows a price for the content data and 

adding the signature data the content price information; 

holding album price information data that correspond to the album content data, 

wherein the album price information data comprises a plurality of the content price 

information; and 

adding the signature to the album price information data. 

Mir 

^TTffT (New) The method of claim 447Tfurther comprising: 
storing content signature verification information in the content handling policies 
which represent whether or not the signature data added to the encrypted content data 
should be verified. 

qn 41V 

4^. (New) The method of claim 44^ further comprising: 
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storing album content signature verification information in the content handling 
policies which represent whether or not the signature data added to the album content 
data should be verified. 

Ml* qiC 

420. (New) The method of claim 44-7, further comprising: 

storing content price signature verification information in the content price 

information which represents whether or not the signature data added to the encrypted 

content data should be verified. 

ml w 

45tf . (New) The method of claim 42tf, further comprising: 

storing album content price signature verification information in the content price 

information which represents whether or not the signature data added to the album 

content data should be verified. 

422: (New) A multimedia content receiving method for receiving predetermined 
content data at an information receiving apparatus from an information sending 
apparatus, the method comprising: 

holding a distribution key that is unique to the information receiving apparatus; 

and 

receiving, from the information sending apparatus, encrypted first identification 
information with an individual key, encrypted second identification information with 
content data, and an encrypted individual key; 



decrypting the encrypted first identification information with the individual key 
using the distribution key to acquire the first identification information and the individual 
key; 

decrypting the encrypted content key using the individual key to acquire the 
content key; 

decrypting the encrypted second identification information with the content data 
by using the content key to acquire the second identification information and the content 
data; and 

comparing the first identification information to the second identification 
information, and storing the result in memory. 

-4237 (New) The method of claim 422\ further comprising; 

receiving content handling policies, added to the content data, for proscribing 
conditions for using the content data from the information sending apparatus; and 

purchasing the content data by using the content handling policies if the first 
identification information matches the second identification information. 

4*» 

-424. (New) The method of claim 422, wherein the second identification 
information is included in the content data as an electronic watermark. 

425. (New) The method of claim 422; further comprising: 
verifying signature data added to the encrypted content key and the encrypted 
first identification information; and 
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detecting whether or not the encrypted content key and the encrypted first 
identification information are illegal data that has been tampered with. 

•426. (New) The method of claim 425, further comprising: 
receiving, from the information sending apparatus, album content data as a 

plurality of different encrypted content data; 

verifying signature data added to the album content data; and 

omitting verification of the signature data added to each of the plurality of 

encrypted content data upon verifying that the album content data is correct. 

-43?. (New) The method of claim 42©, further comprising: 
receiving, from the information sending apparatus, album key data that 

corresponds to the album content data, wherein the album key data comprises a 

plurality of the encrypted content keys with signature data and the encrypted first 

identification information with signature data; 

verifying signature data added to the album key data; and 

omitting verification of the signature data added to the plurality of encrypted 

content keys and the encrypted first identification information stored in the album key 

respectively upon verifying that the album key data is correct. 

426t (New) The method of claim 425, further comprising: 
receiving, from the information sending apparatus, album handling policies that 
correspond to the album content data, wherein the album handling policies comprise a 
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plurality of content handling policies, and wherein the content handling policies 

prescribe conditions for using the content data and for storing the first or second 

identification information; 

verifying the signature data added to the album handling policies; and 
omitting verification of the signature data added to the content handling policies 

stored in the album handling policies upon verifying that the album handling policies are 

correct. 

MOT 4* 

^42§. (New) The method of claim 426, further comprising: 

receiving, from the information sending apparatus, album price information data 

that correspond to the album content data, wherein the album price information data 

comprises a plurality of content price information, and wherein the content price 

information shows a price for the content data; 

verifying the signature data added to the album price information data; and 
omitting verification of the signature data added to the plurality of content price 

information upon verifying that the album price information data is correct. 

*30: (New) The method of claim 42§rfurther comprising: 
receiving, from the information sending apparatus, content signature verification 
information in the content handling policies which represents whether or not the 
signature data added to the encrypted content data should be verified; and 

verifying the signature data added to the encrypted content data when instructed 
to by the content signature verification information. 
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«43TT (New) The method of claim*430, further comprising: 
receiving, from the information sending apparatus, album content signature 
verification information in the content handling policies which represent whether or not 
the signature data added to the album content data should be verified; and 

verifying the signature data added to the album content data when instructed to 
by the album content signature verification information. 

t\X7 

432~(New) The method of claim 429; further comprising: 

receiving content price signature verification information in the content price 

information which represents whether or not the signature data added to the encrypted 

content data should be verified; and 

verifying the signature data added to the encrypted content data when instructed 

to by the content price signature verification information. 

433: (New) The method of claim 432, further comprising: 

receiving, from the information sending apparatus, album content price signature 
verification information in the content price information which represents whether or not 
the signature data added to the album content data should be verified; and 

verifying the signature data added to the album content data when instructed to 
by the album content price signature verification information. 
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